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Security and Emergency 
Services Community of 

Interest 
0080-Information/Personnel

Security Administration

Career progression within the 0080-Information/Personnel Occupational Series is 
“Support Our Marines Be Part Of The Team"



Career progression within the 0080-Information/Personnel Occupational Series is 

marked by advancing levels of expertise in matters of Security Administration
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Proficiency and Skill Band Definitions for 0080-Information/Personnel
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 Desired Certifications, Academic Credentials and Training for 0080-

Information/Personnel

Level 1 Level 2 Level 3

Desired Certifications

Naval Security Manager’s Course Naval Security Manager’s Course Naval Security Manager’s Course

Defense Security Specialist Defense Security Specialist Defense Security Specialist

Marine Corps Security Specialist Marine Corps Security Specialist Marine Corps Security Specialist

DSTC Designated Certification(s) Personnel Security Adjudication Personnel Security Adjudication

DSTC Designated Certification(s) DSTC Designated Certification(s)

DoD Lock Specialist DoD Lock Specialist

Physical Security Specialist Physical Security Specialist

Desired Academic Credentials

High School Graduate Any BS/BA Degree Any BS/BA Degree

Any AA/BS/BA Degree

Desired Training

Introduction to Personnel Security Information Security Management Information Security Management

Introduction to Information Security Introduction to Personnel Security  

and Personnel Security Management

Introduction to Special Access 

Programs (SAPs)

Transmission and Transportation for 

DoD

JPAS/JCAVS Virtual Training Personnel Security Management

Marking Classified Information Introduction to Special Access 

Programs (SAPs)

Introduction to Special Access 

Programs (SAPs)

JPAS/JCAVS Training for Security 

Professionals

Transmission and Transportation for 

DoD

*The courses found on this page and throughout this roadmap are recommended courses and may not be inclusive of all training 

available.
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Behavioral Indicators

DEFINITIONDEFINITION

Personnel Security Program Management

- Navigates the Joint Personnel Adjudication 
System (JPAS) to locate information with minimal 
guidance
- Navigates the Electronic Questionnaire for 
Investigations Process (EQIP) with minimal 
guidance
- Performs initial screening of EQIP submissions 
for missing, potentially disqualifying, or 
derogatory information
- Identifies the appropriate investigation to be 
conducted given the security requirement
- Knowledge of interviewing techniques
- Participates in site/staff assist visits to evaluate 
program compliance

- Manages the continuous evaluation program
- Processes Letters of Intent/Notification (LOI/Ns)
- Makes temporary access determinations 
- Implements new government personnel security 
procedures
- Manages special access programs (e.g., PRP, 
CNWDI, SAP)
- Applies interviewing techniques to make credibility 
assessments
- Serves as principal advisor to Commanding Officer 
on all matters of personnel security
- Conducts site/staff assist visits or inspections to 
evaluate program compliance

- Provides recommendations to Commander 
regarding issues of personnel security (e.g., 
suspension of access)
- Advocates for the mitigation of derogatory clearance 
disqualifiers where appropriate
- Implements new government personnel security 
policies and procedures
- Mentors and educates less experienced staff or 
external personnel on personnel security regulations, 
directives, and policies
- Evaluates subordinate command security programs

Entry Intermediate Full Performance 

Manages the personnel security process in compliance with applicable Department of Navy regulations, directives, and policies.
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Competency-Based Training Opportunites

MaxMin DEFINITION

ProficiencySkill

Level MaxMin DEFINITION

ProficiencySkill

Level

Personnel Security Program Management

Manages the personnel security process in compliance with applicable Department of Navy regulations, directives, and policies.

Course Skill Level Institution

1 1 2

2 3 4

3 4 5

DoD Advanced Personnel Security Adjudications 2,3 DSSA

DoD Personnel Security Adjudications 1,2,3 DSSA

DoD Personnel Security Seminar 2,3 DSSA

DoD Security Specialist 2,3 DSSA

Insider Threat 2,3 DSSA

Introduction to DoD Personnel Security Adjudication Course 1,2 DSSA

Introduction to Personnel Security 1,2 DSSA

Introduction to Special Access Programs (SAPs) 2,3 DSSA

Joint Personnel Adjudication System/Joint Adjudication Management System 1,2 DSSA

JPAS/JCAVS Training for Security Professionals 1,2 DSSA

JPAS/JCAVS Virtual Training for Security Professionals 1,2 DSSA

Naval Security Manager's Course 2,3 DoN

Personally Identifiable Information (PII) 1,2 DSSA

Personnel Security Management Course 2,3 DSSA
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Competency-Based Training Opportunites

MaxMin DEFINITION

ProficiencySkill

Level MaxMin DEFINITION

ProficiencySkill

Level

Personnel Security Program Management

Manages the personnel security process in compliance with applicable Department of Navy regulations, directives, and policies.

Course Skill Level Institution

1 1 2

2 3 4

3 4 5

Records Management in the DoN: Everyone's Responsibility 1 NKO

SAP Mid-Level Management 2 DSSA

SAP Security Compliance Inspection Seminar 2 DSSA
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Behavioral Indicators

DEFINITIONDEFINITION

Physical Security Program Management

- Comprehends Information Assurance (IA) 
program
- Possesses knowledge and understands 
components and factors applicable to the 
safeguarding and protection of classified 
information
- Comprehends security requirements in the 
applicable physical security functional areas
- Possesses knowledge of the processes and 
procedures for conducting inspections and 
evaluations for compliance with security 
requirements
- Participates in site/staff assist visits to evaluate 
program compliance

- Designates CAA/RAA/secure rooms in support of 
the IA program
- Analyzes threats in the applicable physical security 
functional area
- Advocates and applies electronic security systems 
to mitigate threats to physical security
- Interprets physical security requirements as they 
impact existing or planned work/activities
- Reviews compliance inspections for accuracy and 
completeness before submission to Command
- Conducts site/staff assist visits or inspections to 
evaluate program compliance

- Integrates and coordinates physical security 
activities with those internal and external to the 
organization
- Advocates for and ensures organizational 
compliance with physical security requirements
- Writes physical security plans, policies, and 
procedures
- Mentors and educates less experience staff on 
compliance inspection criteria, protocols, and 
procedures
- Evaluates subordinate command security programs

Entry Intermediate Full Performance 

Manages the physical security program as it applies to safeguarding and protection of classified information.
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Competency-Based Training Opportunites

MaxMin DEFINITION

ProficiencySkill

Level MaxMin DEFINITION

ProficiencySkill

Level

Physical Security Program Management

Manages the physical security program as it applies to safeguarding and protection of classified information.

Course Skill Level Institution

1 1 2

2 3 4

3 4 5

DoD Information Assurance Awareness 2,3 DSSA

DoD Security Specialist 2,3 DSSA

Introduction to Physical Security Course 2,3 DSSA

Naval Security Manager's Course 2,3 DoN

Physical Security Measures Course 2,3 DSSA
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Behavioral Indicators

DEFINITIONDEFINITION

Information Security Program Management

- Possesses an understanding of the concepts 
related to the access and control of classified 
information
- Determines safeguarding requirements for 
classified information
- Determines appropriate transmission measures 
for classified information (e.g., hand carry, fax, 
reproduction)
- Applies appropriate classification and 
associated markings on classified documents 
such as documents on the SIPRNet (including 
email)
- Applies derivative classification principles 
- Participates in site/staff assist visits to evaluate 
program compliance

- Designs and maintains information security 
accountability and control methods and tools
- Responsible for the inspection and oversight of the 
access, control, and transmission of information
- Manages collateral access programs (e.g.,  CNWDI 
and NATO)
- Oversees preliminary inquiries incident to security 
violations
- Applies original classification authority principles 
- Serves as principal advisor to Commander on all 
matters of information security
- Conducts site/staff assist visits or inspections to 
evaluate program compliance

- Provides recommendations to Commander 
regarding issues of information security
- Advises the Commander on security classification 
guides  
- Implements new government information security 
policies
- Mentors and educates less experienced staff or 
external personnel on information security 
regulations, directives, and policies
- Interprets and analyzes preliminary 
inquiries/JAGMANs to ensure regulatory compliance
- Evaluates subordinate command security programs

Entry Intermediate Full Performance 

Manages the information security program as it applies to safeguarding and protection of classified information.
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Competency-Based Training Opportunites

MaxMin DEFINITION

ProficiencySkill

Level MaxMin DEFINITION

ProficiencySkill

Level

Information Security Program Management

Manages the information security program as it applies to safeguarding and protection of classified information.

Course Skill Level Institution

1 1 2

2 3 4

3 4 5

Derivative Classification 2,3 DSSA

DoD Security Specialist 2,3 DSSA

Fundamentals of Locksmithing 1,2 MBA USA, INC.

GSA Certified Safe & Vault Technician With GSA Approved Inspector Option 1,2 MBA USA, INC.

Information Security Management 2,3 DSSA

Information Security Orientation 1,2 DSSA

Introduction to Information Security 1,2 DSSA

Introduction to Special Access Programs (SAPs) 2,3 DSSA

Marking Classified Information Course 1,2 DSSA

Naval Security Manager's Course 2,3 DoN

OPSEC Analysis and Program Management 2,3 DSSA

OPSEC Fundamentals Course 2,3 DSSA

Original Classification 2,3 DSSA

Personally Identifiable Information (PII) 1,2 DSSA
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Competency-Based Training Opportunites

MaxMin DEFINITION

ProficiencySkill

Level MaxMin DEFINITION

ProficiencySkill

Level

Information Security Program Management

Manages the information security program as it applies to safeguarding and protection of classified information.

Course Skill Level Institution

1 1 2

2 3 4

3 4 5

Records Management in the DoN: Everyone's Responsibility 1 NKO

SAP Mid-Level Management 2 DSSA

SAP Security Compliance Inspection Seminar 2 DSSA

Security Classification Guidance Course 2,3 DSSA

Transmission and Transportation for DoD 1,2 DSSA
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Behavioral Indicators

DEFINITIONDEFINITION

Industrial Security Program Management

- Comprehends current policy (e.g., DD-254) as it 
pertains to the employment of contract support 
personnel
- Understands the roles and responsibilities of the 
Contracting Officer Representative (COR)
- Coordinates with FSOs to ensure they 
understand security requirements when preparing 
contract documentation

- Manages access to classified information for 
contract support personnel
- Works with contracting officers to prepare contract 
statements of work
- Reviews statements of work to ensure that access 
to or receipt and generation of classified information 
is required for contract performance
- Prepares, reviews, and validates the DD-254 
(contract security classification specification)

- Provides recommendations to ensure contracts are 
appropriately written to meet stated requirements
- Ensures that the requirements of NISPOM are 
implemented appropriately

Entry Intermediate Full Performance 

Manages the industrial security program as it applies to safeguarding and protection of classified information.
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Competency-Based Training Opportunites

MaxMin DEFINITION

ProficiencySkill

Level MaxMin DEFINITION

ProficiencySkill

Level

Industrial Security Program Management

Manages the industrial security program as it applies to safeguarding and protection of classified information.

Course Skill Level Institution

1 0 1

2 3 4

3 4 5

DoD Security Specialist 2,3 DSSA

Naval Security Manager's Course 2,3 DoN
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Behavioral Indicators

DEFINITIONDEFINITION

Security Awareness, Education, & Training Program Management

- Comprehends principles, practices, policies, 
and techniques of training, education, and 
employee development 
- Possesses a broad understanding of overall 
security programs and policies
- Comprehends concepts and intended purpose 
of security requirements (e.g., clearance 
eligibility, accountability and control standards, 
threat conditions)
- Communicates security requirements with 
minimal guidance
- Possesses an understanding of organizational 
mission requirements and the relationship with 
security
- Prepares training materials (e.g., presentations, 
guides) in alignment with performance and 
learning objectives

- Delivers training and education on security 
requirements relevant to the mission of the 
organization
- Identifies deficiencies in security training, education, 
and awareness (e.g., violation evaluation, surveys, 
trend analysis)
- Designs training materials (e.g., presentations, 
guides) in alignment with performance and learning 
objectives
- Uses innovative technologies to facilitate the 
development and delivery of training, education, and 
awareness programs

- Develops security requirements training, education, 
and outreach programs
- Evaluates security training, education, and 
awareness deficiencies and develops 
programs/initiatives to address gaps
- Educates leadership on the value added of security 
training, education, and awareness programs
- Identifies training, education, and awareness 
resources
- Advocates senior leadership buy-in to security 
awareness, education, and training programs

Entry Intermediate Full Performance 

Provides for the development, execution, and evaluation of educational programs to ensure effective security awareness, education, and training.
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Competency-Based Training Opportunites

MaxMin DEFINITION

ProficiencySkill

Level MaxMin DEFINITION

ProficiencySkill

Level

Security Awareness, Education, & Training Program Management

Provides for the development, execution, and evaluation of educational programs to ensure effective security awareness, education, and 
training.

Course Skill Level Institution

1 1 2

2 3 4

3 4 5

Developing a Security Education and Training Program 2,3 DSSA

DoD Security Specialist 2,3 DSSA

Integrating CI and Threat Awareness into your Security Program 2,3 DSSA

Naval Security Manager's Course 2,3 DoN

Records Management in the DoN: Everyone's Responsibility 1 NKO
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Behavioral Indicators

DEFINITIONDEFINITION

Foreign Disclosure

- Possesses knowledge of the principles, 
practices, and policies of foreign disclosure 
- Possesses basic knowledge of counter-
intelligence practices

- Interprets foreign disclosure requirements per the 
NDP-1
- Awareness and implementation of counter-
intelligence reporting practices for foreign visits

- Reviews and approves visits of foreign personnel to 
the Command
- Issues designated disclosure letters (DDLs)

Entry Intermediate Full Performance 

Transfers information or defense articles to foreign governments or international organizations via Controlled Unclassified Information (CUI) and Classified Military 
Information (CMI).
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Competency-Based Training Opportunites

MaxMin DEFINITION

ProficiencySkill

Level MaxMin DEFINITION

ProficiencySkill

Level

Foreign Disclosure

Transfers information or defense articles to foreign governments or international organizations via Controlled Unclassified Information (CUI) 
and Classified Military Information (CMI).

Course Skill Level Institution

1 0 1

2 1 3

3 3 4

DoD Foreign Disclosure Orientation 2,3 DSSA

Introduction to DoD Foreign Disclosure 2,3 DSSA

U.S. Army Foreign Disclosure Contact Officer Certification Curriculum 2,3 DSSA
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Behavioral Indicators

DEFINITIONDEFINITION

Risk Management

- Understands risk management process, 
principles, concepts, and application
- Participates and assists in the risk management 
process
- Participates in the identification of critical assets

- Applies risk management process, principles, and 
concepts
- Participates in the analysis, evaluation, 
development, coordination, and dissemination of risk 
management methods and tools
- Defines and analyzes risk management, 
assessment, and mitigation procedures in 
accordance with organizational goals

- Develops and recommends risk management 
courses of action to senior leadership
- Develops specific risk management policies and 
procedures; considers risk as a basis for every policy 
decision that is made
- Participates in cross-functional risk management 
planning with other security disciplines (e.g., 
Physical, Information, Personnel)

Entry Intermediate Full Performance 

Identifies critical assets, threats, and vulnerabilities, and mitigation strategies to arrive at an acceptable level of risk throughout the information personnel security 
program.
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Competency-Based Training Opportunites

MaxMin DEFINITION

ProficiencySkill

Level MaxMin DEFINITION

ProficiencySkill

Level

Risk Management

Identifies critical assets, threats, and vulnerabilities, and mitigation strategies to arrive at an acceptable level of risk throughout the 
information personnel security program.

Course Skill Level Institution

1 0 2

2 2 3

3 4 5

Risk Management for DoD Security Programs Course 2,3 DSSA
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Security  Emergency Services Internal Community Career Path

0080

AT

• Competency Gaps:   AT Resource Management; AT Program Review

• Certification Gaps:  DSTC Designated Certifications; Physical Security Specialist; Defense 
Security Specialist; ASIS; Level II AT

• GS 9-11 is the recommended level to cross over

0080 Information/Personnel

0080 

Info-

Pers.

0080 
AT

This graphic shows the 0080 Information/Personnel series other series 

that they can cross over into and be competitive in the hiring process. 

A Competency Gap is the difference between the current competency 

level of employees and the required competency level. 

A Certification Gap is the difference between the current certification 

levels of employees and the required certification levels. 
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Acronyms Defined

Acronym Acronym Defined

DoN Department of Navy

DSSA Defense Security Service Academy

MBA USA, INC. MBA USA, INC.

NKO Navy Knowledge Online

*For additional courses supporting the following behavioral competencies: Communication, Leadership, Self Management and Planning, Decision Making  Problem Solving, Teamwork, and 
Health  Safety please refer to the Civilian leadership Developent (CLD Course Catalog.  This catalog can be found on this website:

https://www.manpower.usmc.mil/pls/portal/docs/PAGE/M_RA_HOME/MP/MPC/CWM/TRAININGRESOURCES/CIVILIAN%20LEADERSHIP%20COURSE%20CATALOG/MP_MPC_TR_C
LCC_REF/FULL%20COURSE%20CATALOG.PDF
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